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Network:
A group of computers and other devices (such as printers) that are connected by some type of transmission
media.
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Network interface card (NIC):
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Protocol:
Rules or standards that describe how hosts communicate and exchange data.
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Why use network?
- Sharing resources:
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FIGURE 1-1 Resource sharing on a simple peer-to-peer network
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FIGURE 1-2 Resource sharing on a client/server network
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FIGURE 1-3 A more complex client/server network
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Internet : a large public network.
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Intranet : a private network that uses internet technology.
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Extranet : a private network that is made available to external user but only authorized external users.
SHARING AN INTRANET = EXTRANET

N INTRANET SERVER  MAINFRAME SERVER. . _}

VY



1400 S YTkl oS sl Ol 0y ag0
cbl.:M&L&Q)S.)J)mb\_xf);u&d}.-a:ub.l'Umuiabnuﬁa.b)ﬁau.‘o);Ma&&))l&h»l)y;;u}.x

aoawmldans jub 28 & o wa olal ps g Slssliuwl s 14555

® ANSI:
(American Notional Standard Institute):
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(Electronic Industries Alliance Telecommunication Industry Association) (TIA/EIA)
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FIGURE 2-1 Flow of data through the OSI Model
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FIGURE 2-7 Data transformation through the OSI Model
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FIGURE 3-1 An example of an analog signal
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Frequency:
The number of times that a signal's amplitude changes over a fixed period of time.
Expressed in cycle per second = (Hertz = Hz)
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Wavelength:
The distance between corresponding points on a wave's cycle. (meter/feet)
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1- TDM (Time Division Multiplexing)
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3- FDM (Frequency Division Multiplexing)
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4- WDM (Wavelength Division Multiplexing)
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5- DWDM (Dense Wavelength Division Multiplexing)
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DTMF(Dual Tune Multiple Frequency):
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FIGURE 3-12 An analog signal distorted by noise and then amplified
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Voice Digitization (Analog —+ Digital Conversion)
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Voice Reconstruction (Digital — Analog Conversion)
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Voice Digitization
Summary

* Quantization
- 256 levels

* Sampling
- 8,000 samples/second

* Coding
- B bits/sample

* DSO rate
- “Pulse Code Modulation”
- 8,000 bytes per second
- 64,000 bits/second = 64 kb/s

ralisee S Il 4o bglas S cas g
The Digital Hierarchy: Industry Standard Line Speeds

DSO0 64 kbls one voice channel
DS1 1.5 Mb/s 24 DSO
E1 2.0 Mb/s 32 DSO

—B62—1—63Mbls—1—4DB51+=3E+

DS3 45 Mb/s 28 DS1

ST™M 155 Mb/s 3 DS3

S50 @8 DSO & s 9T e s isy ol 56 Kbps Lyl o5 sl Analog g 93 )l ol il e bghas auis s
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Digital Carrier Systems

« Carry DSO channels

* T1: Access technology
- DS1 rate = 1.5 Mb/s on copper

* T3: Old multiplexing,
transmission technology
- DS3 rate = 45 Mb/s on copper
- Error: 45 Mb/s always “a T3"

* SONET: Newer technology
- Optical Carrier:
0C3, OC12, OC48, OC192
- Multiples of DS3 = 45 Mb/s,
most often on fiber

1O gbro 50 B 157 9 Baiigw (p YL (ST 9 (5590 9aT 4w
1- POTS (Plain Ordinary Telephone Service):
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1 Video slul -y 5 y9ei0
Digital Video

* Picture size
- 352x258 (CIF)
- 720x480 (Std Definition, US)
- 1280x720 (High Definition)

- 1920x1080 (High Definition)

* Codecs
- MPEG-1: video CDs
- MPEG-2: 3+ Mb/s: DVD, DTH
- H.264: 1/3 the bitrate

(ol s ) ol VCD sleyl 352%258

(doww gio wuisd) munl DVD sleyl 720%480

remal €95 93 (Vb 7 909) High Definition wayas

sl 89 20 7201 (interlace) L 720p (progressive) a; a5 1280*720 -1

Siebs0 o0 10801 L 1080p 1, T a5 1920*1080 -2

:interlace g progressive &gl

g0 4o 5 Cuf pw 4 59 Slae 8 s PrOGressive ool (b i n) Progressive s sloe 3 vy g5 n P
Ol @ VL 5l s ay b o8 sl 0l (T J500 iy il i so o 5 Sy Crmns 5l B G S VU1 Sy @ Sy
g0 o

« (Line by Line) L3 4 b3 lag 5 o= Interlace ool (adl po ,o o) Interlace goyg slogs 8 ooy g5 (s 1 Ll
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Packet Switching b Data Switching

E9 b poolS alial Jl Jud sisy .l Circuit Switching b s law el ) 510 & 1Al ¢y o Vlasl b s W3 as Jsbiles
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0OSI 7-Layer Model

7 Application Layer
v Message formal, Human-Machine Interfaces

6 Presentation Layer
¥ Coding Inlo 18 and 08, encryplion, compression

5 Session Layer
v Authentication, permissions, session restoration

4 Transport Layer
¥ End-to-end error control

3 Network Layer
« Network addressing; routing or swilehing

2 Data Link Layer

v Error detection, flow conirol on physical link

1 Physical Layer
¥ Bil stream: physical medium, method of representing bils

<— TRANSPORT SERVICE —» | <— UPPER LAYERS —
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: Serial ¢ Parallel

Configuration Example:
Point-to-Point

* Parallel Communications
- Multiple data circuits
- One circuit per bit
- Parallel port on computer
- Rarely used for networks

* Serial Communications
- Single data circuit
- Bits one after another
in a sequence in time
- Serial port on computer
- Most everything is serial
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:(Decimal) as0s 4 (Binary) 29993 dlus! bus
S8 Joaws 9T Jale (58303 33 4 1) 93 Sline V3 lawma duilsin a5 a)ls jLs Subnetting vy 5 IP @ o
o2 )5 50 2o (58303 & 1) (29393 Slael pshan a5 3l Hbla & Usabe
(110),=(1 x 22+ 1 x2'+0x2%=4+2+0=6
2%2'2°
(110)7=(6ho
slais 55 )l s )l (Sasie Gl [o|Af).QAfuJLQU)m 03 &8 duian ey W A ) (59595 Slacel 8uilS 2w
e @en )N by SlapeY LD Gissiw Gl bgs o Sae 351 (pibo) AT oY )B

Sor dled yi g sY oY 9 ) 5+ Hilesd (Jlo Vob A
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Counting in Binary
slelofelelofele
elslelolofolols
RRALPLYY

elolololololodo
00009V09

Countlng In Blnary

OOOOOOOO
0000000
000000 O
000000

00000 OO

ht



:(Binary) 29598 4 (Decimal) &503 dlus! bus

S3E U35 s &) £ 9 b o e Jl 9 uiuzm D YT Blagh i)l 5 Lo sime @ G (29393 4 5830 Slael Joas5 sl

L wsim 0T 03 e G OT Jl 35550 58303 sac )51 (A4S mpanis VWA 43 1) VO Jsl Mio) .uiS Ly siw bl 4 58303
38 Aunlio Ay 9 st b ) 035lesdls 9 i o5 5830 33e Jl 9 3 6 IS DO LT Guws . 0 o) siail e vs 3RS

S AT Hoiw 4 B auas axlsl ) Jlsy oyl

128 64 32 16 8 4 2 1

75 O 1 0 0 1 0 I 1

20001 1 O O I O O 1

25 1 1 1 1 1 1 1 1
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To SIGN oFF 100 SIT-UPS. You 100, JASON. To EXPLAIN  THE TERM
ON MY REALLY DID THAT 1D THE CONCEPT “FAT
PHYS-ED ; | 3 OF BINARY  CHANCE.”
NUMBERS, 1

=T T
—

ov



(AP sy s

IPv4 Address Classes

328118

aBITs

aBITS 8 BITS B BITS

A ]

128 As

24 BITS = BLOCK OF 18,777,218 ADDRESSES

= ‘NETWORK® |D =+

HOST FIELD

B 10 18384 CLASS Bs

BLOCK OF 665,536 ADDRESSES

s+ *NETWORK" ID

HOST FIELD =

c 110

2087152 CLASS C NETWORKS

BLOCK OF 256

"NETWORK" 10

+— HOST FIELD —=

ABCDE 6&0‘3“ el 903 &GMU»WGUIP V4 0>

DI pola 3 )5 aSub )3 9 bl o0 Broad casting sl o E eMS 9 Multi casting sl D (ol :aiss

\/

ZAwW

sl O1TTTTTT b eyl 3 TPy sty 5 00000000 (cvs Octet plxsia cpz sk is) GulS” ool 25 IP (32 oo

A 128 64 32 16 8 4 2 1
s |0 0 0 0 0 00 00
i | 0 1 1 1 1 1 1 1 127
RPIRY 0-127 R \5)|..).9.o\_>.; o Octet ).)A L)”W oW
:BQ«JW
sl 10111111 slade ki 5 10000000 (o Octet olsio cp2pias) (ol cyal 23 TPy st
B 128 64 32 16 8 4 2 1
oes | 1 0 0 0 0 0 0 0 |128
o |1 o 1 1 1 1 1 1 ]191

oA



..))|.) 128-191 OEL;)ImﬁMOctet ).)B U»M.fu.uu
:C guw
wonad TTOTTTTT oMS sl 03 TP iiiss 5 11000000 (v Octet plia oy i (iss) oS ol 23 IP (2 pieS

C 128 64 32 16 8 4 2 1

gpes [ 110 0 0 0 0 0 192

ootw| 11 0 1 1 1 1 1 (223

RPIRY 192-223 O Wladoe RS IV ST Octet PAY C U»W oW

2 (P yhi K i) Default Subnet Mask
sl ascive ) 0 aS s)ls Default Subnet Mask 5 udS o :asSs

Default Subnet Mask
Class A 255.0.0.0
Class B 255.255.0.0
Class C 255.255.255.0

QS alwlisds L) el Blsito 9T &3 p5ouols K a5 (slasiuis b S 50 oS )55) 5 mSow & Subnet Mask

S alen LT Subnet Mask (slas )5 4 aslsl s

: (oo ge5> SIP) Private IPs

S oslaiwl Jol8 e 9 oouis iy p25 i il )d IP (sl oo ax8 ,5 ydas »o Private IP glsic L IP TS ool 0 )
NS 58 1S 1) s piigl & JUasl 3uad A ol 53 5a0l8” ples Sl S ls BT K s &5 Slxe aSkb S S ..\.u»Lu 52T eyl ST
(_\.ufooLan»IQTQJ);L_;I)I)'.,_.M.,\.S._,,syhkj.;o;m).mlgugoSs,gml,jq),Jo.s._gluu_g).x)*i;m).lqlJl).wluLﬂ_x;
(23 pamo o6 1) diswa non-Routable w piil )3 o505 GLIP 55 50 41T #Mbual )

Private IP Range

Class A 10.0.0.0 - 10.255.255.255
Class B 172.16.0.0 - 172.31.255.255
Class C 192.168.0.0 - 192.168.255.255

:Loop Back IP Address

Loop Back Address ob L 127.0.0.1 55T 5.3 T 50 wlws & Private IP &) 54 127.255.255.255 5127.0.0.0 jI IP &3,
Slosliun 38 OB o 3 guolS &y wndudn ) At pay (ST ol L A B .S SeuelS e iz 127.0.0.1 .5 o 5o araliih
(oslaiuwl Jold a5 9 (58 jumo Jold &5) .3iima NON-usable s non-Routable laLoop Back Address :aiss

:Network Address § Host Address

w4 (aSiuk [P) L, Network Address PNy AND oT Default Subnet Mask L ) aSiis <5 0 W )3 9uls JI S TP 551
ol e

192 . 168 . 1 . 1 9

11000000 . 10101000 . 00000001 . 00000001
11111111 . 11111111 . 11111111 ..00000000
11000000 . 10101000 . 00000001 . 00000000 : s 5 AND &l

192 . 168 . 1 . 0 :mods

AND

o9



Host Address aiS 50 yuss 93,5 AND L a5 Lo & 9 Network Address woawl 03 35 5uss (3,5 AND Jl asy a5 s &

woawl 192.168.1 asiids 3 )3 9au0lS” ol auwslish wings »> Host Address

:lp.,g)b o
192 ) 168 ) 1 ) 1
Class C

11000000 . 10101000 . 00000001 . 00000001

255 ) 255 ) 255 ) 0
Subnet Mask

11111111 . 11111111 . 11111111 . 00000000

192 . 168 . 1 . 0
And result
11000000 . 10101000 . 00000001 . 00000000
Network Address ‘ ‘ Host Address

OT @) gmail jug )3 3 bb YlwSs Al 9T Sl )3 guels ples sl o 2L Network Address alus & )3 a5 suiS w8y 143
D g 503 Aialinh 9 3T 505 lwa 4 Laub 55 3) 90 aSub VS )3 gunels

SYEPAC SV PURERPIFI LSLQ\J-‘&ST e)bc\.{u»}.) 23 U9 bl wlaio y3guels 3.)&._;.]9,.3).9N€tWOI'k Address 5114355
Siably Abls uw piws A5 a4 Auleiy b s S )13 Router 5 sub lagT

fol Hgaio U195 o0 LaliSe 40D W 9 Cwld i WA 5B 8
uu)l_f0_3I)swl).,Li..“[a__!)bﬁM.;;ifl);).gito;xg.;xﬂz,ml;qﬁ‘ﬁmmﬁ_g‘Au.u)!.f)é«&i,\.lc\.,c\;,:sl.g
2 S 9 5o HOSt Address ay bgs yo su v PE 5 nibls ol g3 o wiliseo asuds 2'=128

by Calizee sl (VEYYYYVE isy) 2772 (lgs oo A ulS )

OIS 2l 03 el el eo)ld s e ST 93 )3 pusie i VE 9l ol oy e w93 B el s aSil  as i b
s 3 9 5o HOSt Address a bgy yo s o 18 9 uibls ol g so ializeo asis 2'=16384
bl calises wawlay (FODYE u‘*—‘) 216-2 UI}JU‘“ B ’J”M: >

L)u)l_fo_.ﬂ).)w|ﬁuq‘ﬁ)|bﬁmqif|¢w)bﬂiio%\"\ }\_uu|\_ub“_ua\_~om\_».uchu;cuullf).)&u|mc\;yb
1O D g 50 Host Address a, b po jb A o5 ubls lgdop alizte aSuis 221:2097152
aably Calike wusld (YOE Sisy) 282 vlss e C oW )y

Host ise slawmayn sy 359 oslaiwl Host Address plg—ic an aislgs 0 Waldio ¢y pidin s ppieS TP mi) p2 s s
bl 1 aea L0 ded ilgs e

J=b 5 39is 5o axaf Network Address plos b aSuis (5367 192.168.1.0 56T a3 192.168.% 5.6T i) »s Jlio vob &
Slebl H51) s oslamwl JolB 00 Jb 5 S gus 50 aisS BroadCast IP b jliusl (5357 192.168.1.255 5.6T & 5 s o 3laial
(3 9o 50 03l 33 aSus (518 )5 5u10lS” plos &y i pa9 192.168.1.255 a4y 1)

Clos gl S ek st Nomber | MUOSS s i
Class A 0 8 24 128 (27) 16,777,216 (2**) 0.0.0.0 127.255.255.255
Class B 10 16 16 16,384 (2! 65,536 (2'%) 128.0.0.0 191.255.255.255
Class C 110 24 8 2,097,152 (2*) 256 (2% 192.0.0.0 223.255.255.255
Class D (multicast) 1110 not defined not defined  not defined not defined 224.0.0.0 239.255.255.255
Class E (reserved) 1111 not defined not defined  not defined not defined 240.0.0.0 255.255.255.255

T



:..\.3)5T Sawd ) o) u-‘LST a Jo,._x).cNetWOI'k IP A JUe

192.149.24.191

192.149.24.0 L

:..\.3)5T Sawd ) o) u-‘LST & by e Network IP :¥ JUe
10.10.10.10
255.0.0.0
10.0.0.0
e 93,5 AND il oslaiwl b : 35 by
AMDJ 11111111.00000000 . 00000000 . 00000000

00001010 . 00001010 . 00001010 . 00001010
00001010 . 00000000 . 00000000 . 00000000

.(Network Address) 10.0.0.0 iz 5

‘Subnetting Sz

lowiS Sl 393a &b G @) s b 3udlss &5 @las JLisl s 63b) Bla T ) ddues

aid ;5 a3 )3 L) gl 4 (2T ewe JS o dmanyoe b JHTTTHF*F )90 a5 6T @) 0l pl VoS Sl e 3uiS (58
weanl 030

o3 Jaie v piigl &y bl e8I T S by oskiine 1ads &5 (5)5b &3 3,5 Sl aSiuib )9S Olianl YY (51 p 3k sl
JE

35 Juos e il a3 plo et ) calisko 3 gmels 272 Glg3se siss SIS JH3 A HelS )3 Wb T & 3sls o0

S oS s —alizio (SLaATHE &) ) 750 Gl 2k 4355 Lo a5 sl ol JSieo Lol

w5 2L plgol Mo 128.2.%.% 3il ol s 128.1.%.% Ao S 5o 5 @23 )5 5o DLl ) B elS 353 b plesass pSlal,

IS DAL S a8 (5T S s Lo oI Lol

Sgib 50 7 ploe Subnetting sy &S bzl

(Subnet) aSub ») ¢paix & (Net) asub K Joauws iz Subnetting

weluaial Network (sl an 9 a8 )5 (6 -8 1) Host & b g ye sl Sl salass Subnet Mask ,uss b be wnlidac ¢yl 0o
RS 50

S Szl el g3 e ki a5 53 oy 1S (23 L HOSE it jl oy S boss S

:ro._g)l.\ ML JUwo o

IP: 117.0.0.0=01110101.00000000.00000000.00000000
Default Subnet Mask: 255.0.0.0=11111111. 00000000.00000000.00000000

a-alyss (Default) (o raiuy e wiob pled %3 Subnet Mask yuy @2 45 50 5,8 Network Address sl b = S
i sl b Lo aSly .3 gy
Custom Subnet Mask: 11111111.10000000.00000000.00000000 = 255.128.0.0
D g 50 Olinld 5T &0 LaSi Jl K @ go ol S
117.127.255.255 5 117.0.0.0
1950 503 5
117.255.255.255117.128.0.0
Db e axaS Subnetting JI cpl & loss 5 sbml Jsl T oled Sl calisee slaopsT ) b wilisee asiuds 93 (i

1)



Spa i (23 1) o i 34l (oaiS ey —aliceo &S VY &3 L) 750 0T 4%l 5l &5 34 apulno Ya
T3l inles D YY Olgs 5o o 3in b 395 0L &5 ol mdly
FOINTY IR

w5 5 8 aSub sl 1) Host Address oo Jleow 8 30b s

Custom Subnet Mask: 11111111.11111000.00000000.00000000 = 255.248.0.0
« o3 aid )5 10 8 Sl Slass Ylgs a3 ¥ 1 13 gubs 5o BASUE jo) Slass Jb asub s

9 rromb Blde (Si2) « ¥ slde HOSE izt (sl 0 036lesdl (sl slass ples &y ¥y 3 guib 50 aSub ju) 2 03 el slass 5
(s o5 laiul Jols a5 2ub azal Wd oS ol Jlagoe ¢y 359l

o

(abls JUATH A4 (5 3 Olod is) YY =2° = laaSuds o) Sloss

DYEVAS = 2%-2 = 524288-2 :aSui 55 »a o oslbiwl ]l ke slayursT slass

;A s Uge »d

2% loaSub 5 ) Slass

b a8 5 55 sladew slass =S

2"2 roslanwl Jols slacwla slass

Host iz slawsw slass=h

Taubb anbls
128 64 32 16 8 4 2 1
192|1 1 0 0 0 0 0 0
S = oaub ax8 )5 (B 3 sl s dass =2
aSub ) slas=2°=2"=4
| 128 64 32 16 8 4 2 1
192 ‘1 1 0 0 0 0 0 0
h= ol sl s oaub ais 5 155 ) Sl ww slass =6
Host slass =2"=2°-2=62
55 Jls

Number of needed subnets 14
Number of needed usable hosts 14
Network Address 192.10.10.0

Address class c
Default subnet mask 255 . 255 255 .0

Custom subnet mask 255 (255 255 | 240

Total number of subnets /6

Total number of host addresses /6

Number of usable addresses 14
MNumber of bits borrowed ¥

1y



:)-f:!') dl.uo
Number of needed subnets 1000

Number of needed usable hosts 60
MNetwork Address 165.100.0.0

Address class B
Default subnet mask 255 255 0.0

Custom subnet mask 255 . 255 . 255 .1/92

Total number of subnets 1024
Total number of host addresses (d
Number of usable addresses 62
Number of bits borrowed /10

: - e wwﬂ
S48 Ja I IP addressing and subnetting (workbook) —ls wliy yo3 soles duiS 2w

APv6

Slaasbly il sl aabs Lasls asiyl &y ax g3 b 5 (Private sla T Jie) & 0309 05 IP slags) Jl ol 0392 9000 & axgs b
o anlgo puine [P 39008 L (539) 4 35ibioe G i et =i il & Juate

)8 S8se DIP 517 505 IETF aumwso 144N Jlw 03 Jud (yuod &

o=l ) A PRRWEUEY 2 ‘LH).B.'sujs._EZM SMass IPVO )5 azmss ) 399 Siw YV & asuws [P a5 Sl )s ool i VYA casous oyl

B2 50 plwsl & IPV4 s 0.8T S)oldie € A s 5yl G5 s )38 9 5 ppdgdllasil (ol 5 laub ) giaie Vlsi o0 —alise
S 5 50 oslaiwl (Hexadecimal) \7 (slue JITPVO inles (sl 5

:FUOOH_xgguoa_chLﬁdq).m)a.xyhuol_\;rm)l:lgo:mb_mlﬁ';u'h:‘ql\uu_;__

An IPve address (in hexadecimal)

2001:0DB8:AC10:FE01:0000:0000:0000:0000

‘ * *’ ‘ | | |
2001:0DB8:AC10:FEO1:: Zeroes cah be omitted

Y N TN

0010000000000001:0000110110111000:1010110000010000:1111111000000001:

Q0O0000000000000;0000000000000000,0000000000000000:0000000000000000

5 9 0318 yinles 3l 95 5o it 0 a5 Hla e
i \WA IPVO sy caiiwey i € Pl )8 a8 als 33c YY (24=16) Sy Yl e €L ulsige 17 Slse U d3c )2

.\;\.A.DI

1y
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Protocol: is a rule that governs how networks communicate.

TCP/IP Protocol: Transmission Control Protocol / Internet Protocol
351 Lol ..o IP . TCP UDP . ARP s islo sl (JS59 53 25) SubProtocol yaia Juold asl wows JS59 5 S aas TCP/IP
o8 50 [P Sin b 5 TCP/IP s 5 Jl 09 8 ol 4 aSub ol jade
Advanced Research (sl 1) JS55 0 ¢yl & e (Defense Of The U.S.) IS 0T glos glojls ps 3L 1) TCP/IP slaadis)
Al azw o3 (vl ARPANET T caisco a5) (aib piy (liuixs slao s (wslST alib) Projects Agency NETwork
sl (§ )9 el s il a5l 45905 ARPANET
8l b S (1960-70) g2 o Sud (VD) 9 ST o) 500 a3 LaaS Sl oslaiwl) 9352 Open source ybla ay SS9 3 ¢yl
Transport &,y )3 JS59 03 ¢yl -3 sib 50 okl TCP Y55 5 Jl ,Ks adoss &, adaas S, jl Packet maio Juanl I gliselol sl 2
S 5o Joe OST Joow il
iadon S YS9 0 ol aasbs

Provides reliable data delivery services
A 5o @8 ) aosls juol wnddse Jooxs & borpe Sl p iy
TCP sl
duaie 5 Taue POIt o )lesis 5 acknowledgment s checksum Jio 1338 50 a3L5l o315 Juol &3 (sl jal jl oslaiwl b TCP waas s
S350 plzl 1) Wosls Yl wxo Jl glisabl JIS
bit number: 0 16 31

r

Source port Destination port

Sequence number

Acknowledgment

TCP
header ';';a;ir Resarvad (s |2 Eg E F’I!:J Sliding-window size
Checksum Urgent pointer
Options Padding
Data

$Cwnwz Port
J__gé__g)b)-ls)_ig.)\_é.liz-aog_sl.ﬁ)l)'sllD)J}&QMU)._);J{_.les)f)})&k}inuﬂl*A\jLQw})ku}LﬁMb)q..\.Pl.)k’oﬁ)}bil&.ﬁ

Jo_w}SO)LA_Ai:L-HL.\}_&\J_ALEYPOYtO)uUT&_)C\Y.))L)oﬂ@}&%o)@\_ﬁg@é)éwgﬂuhMU)._)).Q:("SA»L__:_
Do g0 s (i piial 03w 0318 s 3ae J9me ize & Internet Assigned Number Authority —aase) IANA awwse

http://www.iana.org/assignments/port-numbers :cuwl oadbive Jold Jolio updT )3 e g I il
o9 opled A Sae Http < g opleiks V- Sac Ftp =) 93 0 louds wmsunl VY sae Telnet Aol o ) g3 0 pleuds Jle ) gbo 4

el YO 3ae Smtp

¢
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Table 4-3 Commeonly used TCP/IP port numbers

Port Number

Process Name

Protocol Used

Description

110
119
143
443

ECHO TCFP and UDF
FTP-DATA TCrP
FTP TCP
S5H TCF
TELNET TCrP
sMTP TCrP
DNS TCFP and UDF
TFTP upr
HTTP TCFP and UDFP
POP3 TCF
NNTF TCP
IMAP TCrP
HTTPS TCrP

Echo

File Transter - Data

File Transter—Control

Secure Shell

Telnet

Simple Mail Transfer Protocol
Domain Name System

Trwvial File Transter Protocol
World Wide Web HTTP

Post Office Protocol 3

Network News Transport Protocol
Internet Message Access Protocol

Secure implementation of HTTP

JlPacket ¢yl a5 35S So asuine POrt o pledt a0 03) b 1ol pled )3 S 50 03l Jyo=s TCP YS9 55 43 Packet 5 i

a8 3Bloa (slasl p ax 4 9 03T lasl . ax

: Acknowledgment

L Packet 515 38350 )13 (43005 ise a3) Acknowledgment (ACK) ulgic & sae 3 Packet o 555 » TCP US55 5

10

3 i o J )l oiin 33 4 izuo Jus)l a0 olsic 4 3ae ¢l Juw) Juaiie &) s o

: Checksum

S e wadadlxe Waosls s Header I cuisin )3 .aiS so a5l o oalas b yals E0 0SS S Gl i) CRC (ibs) sisle

S 5 50 odlaiwl checksum Jl couwl o ls jueT wuid 9o Gums) Sl plizebl & jls a5 (3 150 )

Computer A

Request for

Computer

L

B
>

2

SYN with SEQ(A) = 937013558 ®

connection

@ ACk With SE

Connection

#» Response

established

FIGURE 4-3 Establishing a T'CP connection
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semsanl 03 Jlus )l TCP JS59 55 b &5 0313 aslod 5 sljal I 6 pom05

Transmission Control Protocol, Src Port: http (80), Dst Port: 1958 (1958), Seq: 3043958669, Ack: 937013559, Len: O

Source port : http (80)
Destination port: 1958 (1958)
Sequence number: 3043958669
Acknowledgment number: 937013559
Header length: 24 bytes

E Flags:_ 0xx0012 (SYN, ACK)

0.... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set

0. ... = Urgent: Not set

.1 ... = Acknowledgment: Set

.. 0... = Push: Not set
... .0.. = Reset: Not set
e o 1. = Sy Set
«ees -..0 = Fin: not set

window size; 5840

Checksum: 0x206a (correct)

& Options: (4bytes)

Maximum segment size: 1460 bytes

FIGURE 4-2 TCP segment data



UDP ( User Datagram Protocol):

03 .38l 50 BLasl 0 )L9 9 0 b9 Jlw)l Joe Suw 33 Siw s & Packet 5 )31 ol e laPacket mo gaww) TCP YS9 53 0o
and duuw) ACK osuie glo) 03 351308 50 IS & £ b 638wl K Packet < J)l oo & G ol 23 wadsis
5 Sy Ay & ol B 3381 o Bl HaiT JIT pal S g0 Jls )l 0L 9 0)b53 S x5 s Lo T )3 ST Lol cwl ) jus
S o ilewds 1) sy 03aw) TCP SS9 5y Sl 4y .5 94 0aaline Destination unreachable eliy lyly asiyl b

TCP Guarantees Delivery
TCP 52 pb jIReal-iMe 5 00555 w50 a3 b 55335 b 1w mudlsse 3uiS ) guas Lol ol 53 Juadl b 5 Jols Jlus)l 3950 03 o
25329 L Ss0 (555l walicre S8l b s piisl 33 o Jl e oT ) a5 Voice Over IP = VOIP 3> By Je) @i Jluwl
ST 5 pwilioy lsa plaiie s Jlus )l a5 Packet 1 a5 wuwa cpl sl (Time) 3 olo Ladls)l £55 ol )3 LT (348350 el
SesS Jlus)l 0)lss b olisl
3w 22 Suodio &) xSy 5 B sl ol Jase bad 8 3kaiT L) p)l8 0l 55505 pad &5 el mdly
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TCP is a connection-oriented subprotocol, which means that a connection must be established between
communicating nodes before this protocol will transmit data. TCP further ensures reliable data delivery
through sequencing and checksums. Without such measures, data would be transmitted indiscriminately,
without checking whether the destination node was offline, for example, or whether the data became
corrupt during transmission. Finally, TCP provides flow control to ensure that a node is not flooded with
data.
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UDP is a connectionless transport service. In other words, UDP offers no assurance that packets will be
received in the correct sequence. In fact, this protocol does not guarantee that the packets will be
received at all. Furthermore, it provides no error checking or sequencing. Nevertheless, UDP’s lack of
sophistication makes it more efficient than TCP. It can be useful in situations where a great volume of
data must be transferred quickly, such as live audio or video transmissions over the Internet. In these
cases, TCP— with its acknowledgments, checksums, and flow control mechanisms—would only add
more overhead to the transmission. UDP is also more efficient for carrying messages that fit within one
data packet.

IP (Internet Protocol):
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SMTP ( Simple Mail Transfer Protocol ).
POP3 ( Post Office Protocol 3 ).
FTP ( File Transfer Protocol ).
HTML ( Hyper Text Markup Language ).
HTTP ( Hyper Text Transfer Protocol ).
: Transport a,¥ sla S 5
TCP
UDP
: Network &,y slaJss9

PPP ( Point to Point Protocol ).

IPv4

IPv6

PPPOE ( Point to Point Protocol Over Ethernet ).
OSPF ( Open Shortest Path First )
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MIR = Moderate infrared
FIR = Far infrared

Radio waves:
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SHF = Super high frequency (Microwaves)
UHF = Ultrahigh frequency

VHF = Very high frequency

HF = High frequency

MF = Medium frequency

LF = Low frequency

VLF = Very low frequency

VF = Voice frequency

ULF = Ultra low frequency

SLF = Super low frequency

ELF = Extremely low frequency
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Cellular Standards

1G: analog techniques
* AMPS, NMT, TACS

2G: digital techniques
* CDMA, TDMA, GSM

3G: IMT-2000 “standard”

¢ IMT-MC: Multi-Carrier
cdma2000, I1S-2000

¢ IMT-DS: Direct Spread
Wideband CDMA, UMTS

¢ IMT-TC

e IMT-SD: TDMA
UWC-136, EDGE

o IMT-FT
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